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This paper analyzes and emphasizes the importance of cloud migration of global economic 
processes and activities. This is based on the digitization of business models as capabilities 
to increase collaboration with various partners, to generate competitive and cost 
advantages through vertical integration. All aspects of business models, such as new 
channels, delivery markets and revenue streams, relate to improving them. The global 
business environment is facing a digital and mobile transformation (using 5G), with more 
data and information available (big data), in real time or faster, and in more environments 
than ever (IoT). Consumers have integrated social networks and various other digital 
platforms into their interaction, many relying on them as their priority collaboration 
support. We are witnessing an innovative revolution through the development of digital 
business platforms. We consider it important that companies find in Public or Hybrid Cloud 
platforms new and interesting ideas for using the services, moving from Pay-as-you-go 
transactions to the new Pay-per-use models, depending on certain specific considerations. 
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1.		Introduction	

The economy and business models are evolving extremely fast, being determined by the growing 
capacity to collect, use and analyze extremely large amounts of data [9,19]. These data come from the 
fingerprints of personal, social activities, as well as from business transactions that take place on various 
digital platforms based on CC technology [1,3,18]. This paper examines how organizations use various cloud 
architectures and models to increase the internal efficiency of organizations and to create new business 
services. A lot of digital platforms have emerged around the world using increasingly complex, data-driven 
business models, disrupting the industries behind them [12,23,30]. The strength of the platforms is reflected 
in the fact that the largest companies in the world are massively implementing platform-based business 
models. Video conferencing platforms, online shopping and gaming applications have been a symbol of 
accelerated growth in the last year, and Public Cloud has made possible this extremely rapid transition to 
smart working and distance education [4,5]. The current restrictions on social distancing have led to a huge 
increase in smart working users and have moved interactions of all kinds into the virtual world. By using PHC 
technologies, companies have managed to continue their activities, through video conferencing, smart 
working, distance collaboration in various projects, e-commerce platforms, digital business solutions. 
Educational continuity could be maintained through e-learning platforms [20]. IaaS providers are not the 
only major technology players in this period. The sudden transition to online socialization would not be 
possible without software solutions that allow a fast, secure and consistent distribution of application 
environments. Various solutions for configuring the cloud infrastructure offer SaaS providers and companies 
around the world to quickly expand operations with minimal interruptions. The paper presents in section 2 a 
series of important results and related to the approached topic, as it results from the analyzed literature. 
Section 3 points out the importance of digitizing services for the economic ecosystem and for other extremely 
important fields, such as industry, medicine, education. Section 4 analyzes a number of issues that support 
the migration to the cloud of many classic enterprise-specific computer systems. We argue that this process 
of cloud migration must be accompanied economically by the change of many business models. The 
conclusions of the paper are presented in section 5. 
	
2.	Literature	Review	

Digital platforms provide mechanisms for bringing together a set of components to interact online 
[21]. A distinction can be made between transaction platforms and innovation platforms. Transaction 
platforms are electronic markets with an online infrastructure that accepts exchanges between several 
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different parties. Innovation platforms create environments for code and content producers to develop 
applications and software. Digital developments have implications for virtually all organizations and will 
affect all countries, sectors and stakeholders [28,31]. Today, the world is characterized by a gap between 
unconnected and hyper-digitized countries. The expansion of the digital economy creates many new 
opportunities for different business economic processes [6,8,16]. Digital data can be used for development 
purposes and for solving social problems [7,22]. Thus, they can contribute to improving economic and social 
outcomes and can be a force for innovation and productivity growth. The platforms facilitate transactions as 
well as the exchange of information. From a business perspective, the transformation of all sectors and 
markets through digitalisation can encourage the production of goods and the provision of high-quality 
services at low costs [25,26]. Digitization transforms value chains in different ways and opens up new 
channels for added value and wider structural change, but the positive results are far from automatic. Just 
because digitization has the potential to support development, it is unlikely that any value achieved will be 
evenly distributed. Even if individuals, companies and countries do not participate in the digital ecosystem, 
they can be indirectly adversely affected. Workers with limited digital skills will be at a disadvantage 
compared to those who are better trained, existing local firms will face stiff competition from domestic and 
foreign digitized ones, and various jobs will be lost due to automation [10,24 ]. The net impact will depend on 
the level of development and digital availability of countries, on the policies adopted and implemented at 
national, regional and international level [29]. The impact on value creation and capture can be considered in 
several economic dimensions (productivity, added value, employment, income and trade), for different 
actors, micro, small and medium enterprises and for different components of the digital economy. 

CC determines change and innovation in production. The rapidly evolving business environment and 
the need to keep up with the demands of an increasingly diverse consumer base present both challenges and 
opportunities. For these reasons, many manufacturers use CC as a means of monitoring and managing their 
processes [3,11]. CC has become the main driver of Industry 4.0, in which technologies such as the Internet of 
Things (IoT), artificial intelligence (AI), blockchain and virtual reality blur the lines between the physical and 
digital worlds [16]. The ability to connect and transfer data at a desired speed between devices makes it 
possible for manufacturers, retailers and logistics companies to work together to create solutions to the most 
pressing business problems [14,17]. CC will affect every aspect of production. From raw material 
procurement to production and inventory management to delivery, CC is playing an increasingly critical role. 
Unlike traditional methods of storing and processing where data movement is cumbersome, CC offers 
manufacturers the flexibility to access data from any location, while increasing security [13,15]. 
Manufacturers, who have already moved to cloud-based systems, consider it financially satisfactory, as the 
costs of maintaining internal software and IT infrastructure are almost eliminated. With CC, manufacturers 
can significantly save storage and server costs, resulting in higher performance and cost efficiency. 
Companies are increasingly using CC for business innovation to rank first among competitors. The main 
competitors use the cloud as an important way of communication within the organization. Companies can 
share knowledge and information between locations in different parts of the globe, so this allows for 
increased innovation capacity [10]. CC is used by most competitors in decision making. When companies are 
in such a situation, CC creates an overview of what is happening in the company. Innovation is growing 
among the main competitors through SaaS, which allows information to be transmitted quickly from one 
point to another, allows companies to offer new services and change business processes [2]. CC is also used as 
a way for companies to incorporate and apply mobile technologies, which play an important role in the 
market because they have an impact on both customers and employees. Cloud provides the necessary 
infrastructure for new applications and provides companies with ways to incorporate mobile applications 
with existing systems. CC refers to services shared in institutions through subscription-based models, 
through which data servers or various applications are accessed, being seen as a transformative technology. 
This is due to the fact that CC benefits from the rapid implementation of ICT, especially for companies. CC 
resources can be used to create e-learning platforms, infrastructure and educational services by providing 
centralized data storage, virtualization and other facilities [27]. All these aspects lead to the need to migrate 
many activities in the cloud, as well as to the corresponding transformation of many digital business models. 
 
3.	Digital	Transformation	of	Services	

Digital platforms are becoming increasingly important in today's economy. The possible scenarios 
show two competitive contexts: (i) competition based on the design and management of highly efficient 
global supply networks in a context of increased uncertainty and instability; (ii) the parallel emergence of 
local supply chains (at regional, national or continental level) to respond to political, environmental or 
reliability constraints. In the face of increased competition, innovation is seen as a key point for strong 
competitiveness. Although the conditions for innovation may be difficult to formalize, its link with research, 
knowledge management, education and free trade is constantly emphasized. The industrial fabric is mainly 
composed of small and medium enterprises around the world, being able to disseminate new technologies in 
small companies and be able to integrate them into global but efficient networks, it is considered a major 
challenge. The need to have an overall and efficient approach to the life cycle of products and organizations, 
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taking into account the three dimensions of sustainable development (economic, social, environmental) is 
also a common point of most analyzes. The social dimensions of production become a priority (aging of 
workers and customers, job insecurity, teleworking), so that environmental considerations (ecological design, 
resource economy) can reorient classic themes to original ones. The perception of increased personalization 
of products and services as a competitive advantage is universally shared and induces new requirements for 
the management of information and knowledge in order to develop more complex products. The product will 
be more active during the manufacturing phase, but also throughout its life cycle, due to environmental 
intelligence and massively interconnected devices via IoT or IIoT, using emerging technologies. This opens up 
new perspectives, provided that we can federalize very different communication protocols. 

We are witnessing a transition based on technological development from electronic to digital, based 
on the integration of things (connected and intelligent), with people and businesses. Such an interconnection 
requires a network that connects everything and a cloud infrastructure that provides all the necessary 
services to meet any demand for business agility. A vital element in the development of digital business 
involves capitalizing on the potential of transactional and analytical processing. These characteristics are 
called digital elements of substance. From a business perspective, there are modeling approaches that 
provide a language to describe how organizations create, deliver, and capture value. From a technology 
perspective, we still need a similar minimalist conceptualization, but with a rich semantics, to model digital 
capabilities. The digital business creates sustained value by being digital connections and using different 
service-based architectures. Companies connect to other companies, as well as to individuals and assets, 
while using different types of digital media: web, XML standard, market connectors and so on. Objects are no 
longer static entities, but rather they become intelligent agents, more and more parts of the world being 
digitally connected, interacting intelligently with people, businesses. Intelligent agents are typically equipped 
with sensors that produce data, while even having their own logic of processing and understanding. Smart 
agents are able to automatically react to contexts without interacting with the customer. The agent category 
includes robots, autonomous vehicles, drones, etc. and also any technology for digital manufacturing (such as 
3D printing). They use digital information to perform services in extremely diverse conditions. Services are 
standalone applications and not just code that can be called by a client application. Accessing a service 
requires at least crossing the boundaries that separate the processes, and most likely crossing the network 
and using cross-domain authentication. Each border to be crossed (process, machine, security) reduces 
performance, increases complexity and increases the probability of failure. It is very important that they must 
be recognized and treated in the design phase. Developers and service providers can also be separated 
geographically, which adds a new boundary, which is reflected in increased development costs and reduced 
robustness. The answer to these challenges is to keep it simple both in terms of defining the service and in 
terms of supporting standards in the field of Web services. Good services have a simple interface and share as 
few abstractions and constraints as possible. Simplicity makes a service easy to use and understand by those 
who will develop customers for that service. 

Service-based architectures and Web services are the latest step in the development of middleware 
technologies. These technologies solve the problem of interoperability and provide the basis for the 
development of large Internet applications. Middleware technologies that enable application integration are 
used for a variety of purposes, from interconnecting the components of a desktop or Web application to 
developing software systems that run on the Internet. Traditional technologies such as J2EE or message-
based application servers are ideal solutions for developing software systems that run within a single 
organization. However, they are quite limited when it comes to the interconnection of software systems used 
by different organizations, which are connected via the Internet. Web services and service-based 
architectures are designed to meet these needs. In many ways, service-based technologies and Web services 
are nothing new. Like the rest of the technologies and architectures that support distributed computing, the 
main purpose of service-based technologies is to support a software system to invoke the functionality 
offered by another software system (as J2EE allows Java clients to call methods implemented by J2EE 
components). The main difference is that the emphasis in the case of service-based architectures is on 
interoperability and problem solving through the use of different platforms and languages. Although a 
service-based architecture can be developed using any technology that allows distributed computing, only 
Web services offer an unlimited degree of interoperability. The need for interoperability stems from the fact 
that most large companies have a mix of software systems in terms of programming languages and platforms 
used. Given that the re-implementation of these systems on a single platform is much too expensive, it is 
obvious the need for middleware technologies that allow communication between these software systems. 
The software systems that need to communicate can be developed for incompatible platforms, so 
interoperability is needed. Web services and service-based architectures are a solution that allows the 
integration of different technologies. 

Cloud provides a way for businesses to leverage the capabilities supported by these trends and 
properties of distributed systems to better meet customer needs and drive future growth in digital services. 
Services are standalone and standalone applications and not classes or components closely related to a 
particular application [2]. The services are designed to be installed on a network, possibly the Internet, where 
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they can be easily integrated into an application where they are needed. The services must know nothing 
about customers and must accept requests from anywhere, as long as the messages received comply with the 
format recognized by the service and the security requirements are met. Services can be installed and 
managed independently of other services and potential client applications, and service owners can change the 
interface and functionality of a service at any time. Compatibility with previous versions is an important issue 
for any distributed computing system, especially in the case of web services that are open by definition. The 
solution to this problem is partly solved by the simplicity and extensibility of a service. All customers know 
about a service is the kind of messages they accept or return. Thus, a service can be modified as long as 
previous messages are still accepted as valid messages. Even messages representing requests or replies can 
be extended, as long as compatibility with previous messages is maintained. As services are standalone 
applications, they must ensure their security, they must protect themselves against malicious calls. Software 
systems that are installed on a closed network can largely ignore security issues. In this case it is enough to 
rely on firewalls or secure communication protocols such as SSL. However, services accessible on the Internet 
must take much more stringent security measures [24]. The use of microservices in the design and 
development of applications is a new architectural trend for IT software services. Microservices is a software 
application development technique that structures an application as a collection of freely coupled services. In 
the microservice-based architecture, services are broken down into smaller units to improve their 
modularity. They are developed, tested and implemented as unique application functionality modules. 
Because they are organized around business processes and are developed independently, they become freely 
coupled and must be interconnected. The ability of microservices to run independently of each other is used 
especially in the continuous delivery of scheduled software. Microservices can be scaled independently of 
other services and can be implemented on the hardware assigned to their needs. Moreover, due to their small 
size, they are easier to maintain and more error tolerant, because the failure of a service will not interrupt the 
execution of the entire system, as in the case of a monolithic system. 
	
4.	Adoption	of	CC	type	solutions	as	a	business	model	

CC makes optimal use of dynamic resource allocation in order to deliver a large number of diverse 
services to users. Users can focus on application development, outsourcing the running and execution of 
processes in the system to cloud providers. CC is a model that allows access to computing resources that have 
evolved in information technology and has become a dominant business model for the delivery of IT 
infrastructure, components and applications. With CC, a product-centric model for IT supply is transformed 
into a global, distributed, service-centric model, leading to a disruptive shift from IT-as-product to IT-as-
service. Since its inception in 2007, CC has changed the way IT services are invented, developed, 
implemented, scaled, upgraded, maintained and paid for. CC allows individuals and organizations to access IT 
resources on demand, from any device and at any time, as a measured service. They reduce costs in the case 
of HPC, allowing organizations to use computing power for which they have neither the capital budget nor the 
necessary operational expertise. While the market is currently demanding the availability of on-demand IT 
resources, cloud providers are offering an increasing number and variety of services, which are a common 
base of computing resources and can be flexibly extended to computing increasing. CC also provides the 
infrastructure that has fueled key digital trends, including mobile computing, IoT (IIoT), big data and Artificial 
Intelligence. 

The main technology behind CC is virtualization. The CC delivery model known as Software as a 
Service has raised virtualization to the application level, as a business model through which the payment of 
services is made according to the resources consumed and depending on the type of software application 
used. The basics of virtualization are represented by the emulation of several computers on the same physical 
machine. This type of virtualization is known as full virtualization because it allows the installation of an 
operating system in the isolated framework of a virtual environment. The concept of virtualization is not 
limited to emulating a computer as a whole. There are many virtualization technologies specific to other 
types of resources, such as storage media, databases, system memory, network equipment. Each of them adds 
a layer of abstraction between virtualized resources and physical resources. A cloud-based system can use 
several virtualization technologies within it, each with specific interfaces defined for virtualized resource 
management. In recent years, server virtualization has produced a real revolution in the IT field. The 
traditional approach provided for an application on the server, several applications installed simultaneously 
can generate crashes. This meant in addition to a very low CPU utilization rate on the server, high power 
consumption, high maintenance costs, lack of physical space for hardware, and high maintenance costs. In the 
Cloud model, virtualization is the basic technique for achieving elasticity parameters and widely distributed 
resources. Just as virtual machines are the building blocks of cloud infrastructure, containers allow for lower-
level virtualization by composing their features as application packages from individual images. They require 
low resource and time consumption. Containerization is based on the ability to develop, test and implement 
applications for operation. Containers are used at the PaaS level in the CC. 

Automation of maintenance and operational activities of the services is an important feature for the 
cloud service provider. Automation refers to cloud resource management, operations, and maintenance 



 

   93

systems. The resource management process must be fully automated and have a minimum response time. 
Cloud resources and services need to be constantly monitored to ensure their availability. Various automated 
utilities are used that can continuously monitor infrastructure, platform and data or business processes. 
Automatic monitoring is required in the delivery of cloud services at the quality expected by the beneficiary. 
The IT industry correlates the microservices-based architecture with application container technologies, 
which simplifies automatic application-level deployment. Containers can be trusted for the construction of 
such units of architecture based on microservices through the autonomous execution of services at the time 
of running. In order to benefit from the features of microservice-based architecture, several important issues 
need to be addressed when designing and implementing the software architecture. These include 
orchestrating and coordinating services, microservices implementation strategies and data storage. The 
advantages of implementing microservices in virtual or container environments ensure the scalability of the 
service, making the systems flexible when using a large number of microservices. Decentralized management 
and data management allow services to be independent and avoid the need to standardize source code 
writing in a single programming language. The feature of independent software code delivery, isolation from 
other services and easy-to-implement and service maintenance functions, as well as scaling functions, make 
microservices a widely adopted architectural model. 

CC has a major impact on many areas of technology and IT architecture. Continuous delivery is part 
of this change, encouraging fewer errors in production systems, a more involved customer who can provide 
immediate feedback on the acceptance results of new software features, but also better control, good 
compliance and high quality of services delivered. Existing models are a must follow to provide cloud 
applications with high quality of services. Cloud is a service delivery model and changes the nature of IT by 
shifting control and ownership over IT assets to a provider. This increases some risks and reduces others. To 
benefit from the cloud, you need to identify and address its risks. Examine each cloud feature to make sure 
you understand its effects. Each has its advantages and disadvantages. For example, pooling of resources is 
considered. A private cloud controls its workloads. A public cloud has random tasks. Random workload can 
affect performance. A risk assessment must be used to determine your own objectives. Success depends on 
understanding how cloud offerings work. Accept that you may not be a good cloud candidate. Each mix of 
cloud service and delivery model changes costs, controls, and security, and each model only fits certain tasks. 
The cloud model chosen depends on security, control and the best cost for a particular company. IaaS tasks 
usually include IT facilities, hosting services, services, storage, etc. PaaS tasks include application 
development, data, workflow, security services (simple connection), database management, directory 
services, etc. SaaS tasks include internet services, blogging, surveys, social networking, knowledge sharing, e-
mail, collaboration, productivity tools, resource planning, etc. 

Confirm your expectations regarding cloud migration. It is necessary to understand how cloud 
services and deployment models work to the advantage of the company. Efficiency is the result of greater use 
of resources and lower management costs. Agility results from the rapid supply of infrastructure. Innovation 
results from using service performance to find improvements in the cloud. The ability to purchase, deliver, 
consume and audit cloud services must be assessed. IaaS consumers create, install, monitor and manage 
platforms for services and applications. PaaS consumers develop, test, deploy, and manage cloud-hosted 
applications. SaaS offers complete applications over a network. Include multifunctional business and IT 
representatives. It is necessary to determine how cloud features, services, and deployment models affect 
current operations. The knowledge and skills of the staff dedicated to these activities will need to be 
examined. 

There are a number of extremely important aspects used as criteria to support business model 
innovation, called business facilitators: cost flexibility, business scalability, market adaptability, masked 
complexity, context-based variability and ecosystem connectivity. Cost flexibility is a key reason why many 
companies are considering adopting the cloud. By adopting cloud services, an organization can transfer costs 
from fixed to variable. The organization pays for what it needs when it needs it. This pay-per-use model offers 
greater flexibility and eliminates the need for significant capital expenditures. CC offers more than just IT 
scalability - it allows an organization to easily scale its business operations. By enabling the rapid supply of 
resources without scale limitations, the cloud allows a company to benefit from economies of scale without 
achieving large volumes on its own. Recognizing the ability of the cloud to facilitate efficient business growth, 
scalability is considered a top advantage for the cloud. In today's economic environment, companies are 
constantly looking for ways to improve their agility, to adapt to market requirements. By enabling companies 
to quickly adjust processes, products and services to meet the changing needs of the market, the cloud in turn 
facilitates rapid prototyping and innovation and helps accelerate time to market. Content and applications 
from Web content creators, TV networks, advertisers, and other media entities can be developed quickly 
using standard Web tools. Thanks to its extensive computing power and capability, the cloud can store 
information about users' preferences, which can allow them to customize their product or service. Context-
based variability, offered through the cloud, allows companies to provide users with personal experiences 
that adapt to subtle changes in the user-defined context, allowing for a more user-centric experience. 
Context-based variability allows users to send messages, schedule appointments, make phone calls, find 
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restaurants, use computing capabilities and cloud capability to enable individualized, context-relevant 
customer experiences. Cloud facilitates external collaboration with partners and customers, which can lead to 
productivity improvements and increased innovation. Cloud-based platforms can bring together disparate 
groups of people who can collaborate and share resources, information, and processes. A CC environment 
usually has multiple user terminals and service providers. From the collection terminals, the user collects the 
data using big data tools. On the other hand, the service provider saves, stores and processes big data. 
Therefore, CC provides a large data infrastructure. The infrastructure must provide resources and services on 
demand to ensure an uninterrupted flow. Because the cloud environment is scalable, it can provide an 
appropriate data management solution, regardless of the volume of data. Big data for data processing can be 
located globally, and maintaining such huge servers in different locations is an expensive measure for an 
organization. Because CC can store and process data by geographic dispersion and virtual servers, it 
significantly reduces the cost of processing big data. CC uses high-level software and applications that do not 
depend on the efficiency of the user's devices. In addition, it depends on the network servers and their power. 
On the contrary, if we use personal resources for big data, they will depend on the user's device. 

At present, it is amazing to see the lack of automation tools in the cloud security environment, 
especially from the perspective of the risk associated with erroneous configurations and the reduction of 
budgetary resources allocated to IT. The lack of automation and integration between the various IT tools used 
makes it considerably more difficult for resource-limited security teams to effectively secure cloud 
environments. The lack of a centralized and global perspective on information from security tools is the 
biggest challenge to the optimal management of network security tools. The use of automated network 
security tools, robust application programming interface (API) structures, and integrations between hybrid 
and public cloud environments could help security teams take real-time control of their work environments. 
companies, minimizing the challenges posed by manual processes, the complexity of the infrastructure and 
the lack of visibility. It could also help offset budget cuts in the area of IT and the growing chronic lack of data 
security expertise. 

There are still a number of barriers that make it difficult to adopt the cloud, especially in highly 
regulated industries. Even in the financial sector, the fragmentation of regulations affects the adoption of the 
cloud within the organization due to the large number of rules. In this regard, data location restrictions and 
cross-border inconsistencies (different interpretation and application of surveillance guidelines and 
requirements) continue to act as key barriers to optimal cloud adoption. This is especially true for 
multinational organizations, which want to generate a holistic view of their global business and risk profile 
and can benefit from services in different regions from cloud service providers to enable greater operational 
resilience. In addition to the main barriers mentioned above, there are other factors that need to be 
considered to highlight the full potential of CC. Traditional outsourcing rules address the risks arising from 
reliance on a third party for the provision of essential services. The main concern is that a firm may be unable 
to perform essential tasks or provide services if a third party fails. Such outsourcing rules impose restrictions 
and protect the use of cloud service providers. The benefits of redundancy, scalability and resilience mitigate 
the risk of continuity, but this is not fully understood by all stakeholders. Another such barrier is the 
interdependence between the cloud and old systems. 

Migrating to CC is a challenge, many organizations prioritize new applications that will be deployed 
in the cloud, while old applications remain in old systems. This interdependence can create problems during 
the process and can be a major barrier if not managed properly. A good migration to CC is a source of new 
capabilities and security for any organization in relation to a traditional architecture. However, if not done 
correctly, it can turn into a major source of vulnerabilities. Having the right people in the organization that 
commands this process is of paramount importance, and access to the real small market for software 
engineers can be a huge barrier for some organizations. Today, data is generated in a large volume and it is 
difficult to store it for sure. Most companies need a place to store data securely. So many companies are 
adopting CC that it is estimated that cloud providers will offer more data centers at a lower price because 
there is a lot of competition between them. 

In this context, the performance of the Internet will be greatly improved. Based on IoT and CC we can 
store data in the cloud, for analysis and to provide improved performance to applications. Users expect high 
quality fast charging services and applications. IoT is also one of the most important technologies because it 
comes with a continuous innovation in real-time data analysis. There are many machine-to-machine 
communication links, data, and processes that we can easily do with CC. The modular software will be 
rethought. The size of an individual program along with the complexity increase regularly. This leads to the 
fact that cloud technology will soon require an advanced thinking of computing systems. We can see the 
development of software from several angles, because in the future the applications will be stored in other 
locations. This can also reduce the cost of software because placing program components on different storage 
spaces is economical. Companies use a lot of software, which has not yet been modified. This leads to the fact 
that CC requires modified software to provide better security. This software will be easier and more flexible 
to use. One of the major advantages of this software will be that it will save both the overall cost and time. 
Data stored in the cloud will be analyzed using a machine and will not require any human help. The pace of 



 

   95

project implementation in cloud environments exceeds the ability to adjust infrastructure in an efficient 
manner. This in itself is a challenge, as the number of providers and locations that need to be secured for the 
effective protection of infrastructure is constantly growing. The use of two or more public cloud platforms 
further increases complexity and affects visibility across the entire infrastructure. At the same time, the 
reduction of IT budgets is an additional factor that generates gaps in the overall data protection of the 
infrastructure used. The number of organizations worldwide spending less than a quarter of the total security 
budget on cloud protection has increased in the last year. Last but not least, as attack areas and the potential 
for fraud have expanded as the use of cloud media has expanded, many organizations have reduced their 
security teams in numbers, reducing their effectiveness, increasing the stress they face members of these 
teams and increasing the potential for human error. 

Organizations can use the cloud in combination with IoT, AI, Fog and Edge Computing to improve 
current products and services, customer experiences, to retain and attract new customers, earning 
incremental revenue. Cloud can help a company create new products and services, use new channels or 
payment methods to attract existing or adjacent customer segments, in an attempt to generate significant 
new revenue. Cloud adoption can help an organization maintain its place in an existing value chain through 
increased efficiency and an improved capacity for partnership and collaboration. By assisting in the 
development of new operating capabilities, the cloud can help a company change its role in its industry or 
enter a different industry. Cloud business facilitators are already driving innovation in value propositions for 
customers and in the value chains of the company and industry. Businesses apply cloud computing to 
generate additional revenue streams by improving, expanding, and inventing new value propositions for 
customers, improving, transforming, and creating new value chains for organizations and industries. This has 
led to changes in who creates value, as well as how this value is created, delivered and captured. Thus, cloud 
computing accelerates industry dynamics, disrupts existing business models and fuels digital transformation. 

 
5.	Conclusions		

CC has become a critical IT infrastructure for almost every aspect of everyday life and will continue 
to transform the world we live in on many levels and in different ways, along with IoT, Big Data, Artificial 
Intelligence or Cognitive Systems. The Internet of Things (IoT) has emerged to digitize our daily tasks in 
various systems, for example, smart homes, smart cities, smart factories, smart grids, and smart healthcare. 
Because cloud systems provide computing infrastructure, power, bandwidth, software, platforms, and 
storage, IoT applications integrate with cloud systems. IoT networks include communications from sensors, 
actuators, and services, which require high computing resources to run big data analytics applications and 
cybersecurity applications. Cloud systems suffer from a lack of support for mobility, latency, location 
awareness and geo-distribution. Fog / Edge paradigms have been proposed to enhance the benefits of cloud 
systems and to allow big data analysis at the edge of the network. A technique has been developed for 
connecting an intelligent data communication and pre-processing module to Cloud-IoT networks. The 
technique integrated a smart gateway with a Fog computing technique to reduce the computing area from the 
cloud. Some fog computing capabilities were used to develop an intrusion detection system for recognizing 
cyber attacks on wireless sensor networks. Policy-based management has been proposed to protect 
collaboration and interoperability between the different requirements of Fog node customers. A physical 
security framework needs to be developed to integrate the functions of the IoT, Fog and Cloud systems or a 
framework for identifying harmful activities at the edges of the network. Organizations that are concerned 
about risk and compliance (regulated financial services firms) will launch a private cloud, which is provided 
for exclusive use by a single organization comprising multiple consumers or business units. It may be owned, 
managed and operated by the organization, a third party or a combination thereof and may exist on or off the 
premises. In a community of common interests, within local administrations, health communities, a 
community cloud can be implemented. A key advantage of the public cloud infrastructure as a service (IaaS) 
and as a PaaS platform, respectively, is to place applications closer to customers to allow a better user 
experience. Execution of tasks in the private cloud is also exploited, especially where intellectual property, 
control, regulation or compliance issues, security, performance and cost of service are differentiated. Private 
clouds run on-premises, in roommate facilities or in provider facilities and can provide similar benefits to 
public CC. A modern cloud environment or cloud application consists of multiple cloud providers and thus 
integrates multiple microservices or platform services from different providers using a multi cloud model. In 
this model, a company develops most of its environment or applications and expands the architecture with 
other external services, whose efforts would be too great to develop them internally from scratch. The 
developed cloud supply chain is an important part of a digital infrastructure platform for any business and 
must be taken into account to benefit from the horsepower capacity of cloud infrastructure, platforms and 
applications. The hybrid cloud market is extremely competitive and consists of several important players. 
These companies use strategic collaborative initiatives to increase their market share and increase 
profitability. Companies operating in the market also purchase start-ups that work on hybrid cloud 
technologies to strengthen their product capabilities. 
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