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JEL Classificati Process Automation (RPA) at the enterprise level. Software systems and better solutions
assification

are developed to integrate business logic rules at the application level and to provide

M10, M15 efficient work tools for accurate results. By designing such systems, the aim is to obtain
Keywords: better decisions as soon as possible in real time and make more efficient the process
DT, Business Process through which they can be made. InA is a holistic approach based on the variety of existing
Automation/Robotization (BPA/R), technologies based on Digital Transformation (DT) and automation of manual activities,
Al InA, CTs, Web4.0 using for this purpose digital workers, Artificial Intelligence (Al), cloud computing, Big Data.

In this world of consumption, much of the technology we introduce into our daily lives is
based on Al models and methods. Cognitive Technologies (CTs) are being developed using
more and more specialized platforms. This is how different automation and intelligent
capabilities are developed, which in turn adds a semantic connectivity between people and
information systems [41]. The present paper analyzes the main important technologies that
can effectively support the development, automation and robotization of business
processes (BPA/R), identifying in a rational way how they can be applied for a synergic
balance of tasks between people and computing systems, with a corresponding increase of
the value added of business processes.
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1. Introduction

DT seems a difficult task for organizations that have not made progress yet. The concept of digitization
targets multiple aspects at the level of a company and at the level of internal and external processes, such as the
process of converting at one company level any analog information or documents, images, photographs,
sounds, signals, location data, identity cards, etc. in digital format for use through computerized data storage
systems, platforms, applications [4,9]. While InA focuses on automating human physical work (for example,
assembling products), BPA/R is the automation of work / business flows to make decision-making more
efficient at any level that, with the passage of time, becomes complicated, inefficient and costly [ 3,8,17]. BPA /
R can be a cornerstone for adopting that culture of continuous DT, being an essential element of any modern
business. It increases the efficiency and productivity of each job. At present, businesses are increasingly
turning to BPA/R to assist in making decisions, providing recommendations or delivering services, that is,
economic activities through which providers and customers exchange benefits [11, 24,26]. These benefits can
be objects of economic value, such as money or other physical goods. The business field can be used
extensively by InA-based technologies, especially in marketing, finance, logistics, e-commerce, and services.
Business processes are often expressed through the synthesis of digital service packages [7,18]. A service
package is made using Web services as business processes. Web services are software applications used on the
Internet. Based on increasing, unstructured data, business processes implemented in the form of services can
benefit from Al technologies that enable decision-makers to assist, draw action rules, reuse agent-based
knowledge [33]. Al is a key technology whose importance can not be neglected, being a global innovation that
will profoundly change the economy, politics and society [2,12,48]. Classical computer information systems
must be programmed (using different procedures, conceptual models, programming languages) and work in a
procedural manner, performing only predefined functions. Al systems are characterized by the ability to learn
and develop on themselves and can be used in a wide range of difficult or routine tasks [1,5,40]. Al systems are
developed to be used in the control of industrial installations, in the field of medical diagnosis, investment
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consultancy, supervision of insurance contracts, lawyers' activities, law enforcement, cyber security, military,
etc. [6, 13]. Industry 4.0 is an extremely active domain and discussed and falls within the context of this work
because it is characterized by a massive process of InA. It is obviously a major example of application and
business for the whole range of technologies analyzed in this paper. Industry 4.0 is not possible without Big
Data, Al and Cloud Computing, along with many other highly visible technologies currently on the market
[14,16]. Companies need to use the opportunities offered by Al-based technologies to further develop their
business models, even though some of these intelligent technologies are still in the process of maturing [21].
The Al domain is not new in computer science, with a more or less satisfactory evolution in relation to the
capital and human investments made [10,20]. The fact is that Al is a priority area of application research and
development globally. There are nuances regarding the involvement of different states in this area. China will
soon become, together with USA, a global leader in Al and CTs, with more and more consistent investments
being made. Using different decisional models, CTs add traditional business management information systems
higher intelligence chracteristics: learning, discovery, adaptation, reasoning, sentiment analysis [31,37]. CTs
are the next generation information systems that are capable of understanding, making appropriate judgments,
interacting continuously with the environment or other agents (generating this way knowledge),
understanding natural language and interacting with heterogeneous agents. These technologies must integrate
intelligent capabilities such as Automated Learning (ML) and Deep Learning (DL), generate results based on
descriptive and predictive analytics, support the automation of various business processes, contribute to the
innovative transformation of chains of value creation [46]. The use of assisted learning in user-centered IoT
devices is a step forward in their communication. The main benefit that intelligent agents bring to [oT devices
is the creation of new systems based on user needs. [oT devices have experienced a massive development in
the last years, and interconnected objects have begun to provide a lot of data about what they are being applied
to. However, data is not a value unless it is transformed into information that may be useful later. This refers to
the Big Data domain through which raw data is processed to obtain valuable information. However, it takes time
and study to have knowledge about what has been done or what is being done. CTs need to be focused on
analyzing data and synthesizing recommendations according to customer interests and expectations, using
statistical and ML algorithms to achieve planning and prediction functions, learn autonomously from their own
experience and be able to explain the results (similar with Truth Maintanace Systems in Advanced Expert
Systems), understand natural language. These systems can really contribute to increasing all kind of
communication strategies, can simulate human intelligence functions as close as possible to human experts,
develop analysis and action capabilities [45].

This paper presents in Section 2 an analysis of DT in the context of unprecedented growth of Al
capabilities to support new computational systems to automate work in a natural way. All economic sectors
are affected by DT, both for the production of goods and for the development and delivery of services. Business
models need to be reviewed in this context as well as how key technologies presented can provide
opportunities for sustainable development. In Section 3, the Al features are outlined in the different forms of
reasoning and representation of knowledge. There are described in Section 4 the transformation technologies
of the CTs type, that is, those software systems synthesized in the form of agents that operate autonomously
and can make intelligent decisions in complex situations using automated reasoning. All of these technologies
will be gradually integrated into Web4.0 and even Web5.0, with profound implications for companies and the
entire business environment. Section 5 looks at a range of technologies that are the real support for InA. If for
the industrial field this has been done successfully for a long time, BPA is also contemplated recently, given that
different technology mixes allow for real-time activities with a bigger degree of complexity. At the end of the
paper, we try to highlight a series of conclusions regarding the development and implementation of systems
that allow the efficient deployment of InA in the context of global efforts to give computers the capabilities that
experts have in their various areas using CTs.

2. DT premise for the development of smart and efficient technologies

DT assumes the use of digital services at the main important business processes level: ERP solutions
(designed for integrated management of all processes and operations within a company within a single IT
platform), CRM solutions (a set of tools, procedures and strategies that have customer relationship
improvement), ARP (Advanced Planning & Scheduling for Production Planning) solutions, Business
Intelligence solutions for data analysis, mobile digital applications for sales team management, e-commerce
sales (selling products through an online platform - virtual stores), etc. [25,30]. It transforms business
models, allows obtaining new production processes and the development of new services such as
eGovernment, blockchain and, implicitly, electronic payments. DT naturally and functionally involves the
intense collaboration between competing companies to build complex ecosystems, bringing change not only
in the area of consumers and sales but also in the producers and developers, which in some cases turn from
competitors to collaborators. This way DT ensures interoperability of products to strengthen the new
ecosystem of existing devices and applications [43]. Major IT companies need to work together to put in
evidence the product compatibility. This collaboration is, however, limited to the interfaces of the
relationships between them, while the companies remain competing. With the massive DT of the companies,
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the dynamics of the application industry will totally change other industries. DT will change the entire
business ecosystem that is bound to follow new trends. If at the top level of companies, digitization leads to
profit and new opportunities, at the bottom level, digitization can bring about a change in the company's
structures and cost. A company that recommends customers what to do in the human resources field is
totally different from one that only sells products or service packages. A coherent DT is achieved by opening
new possibilities from the perspective of users, not by imposing them on the strict use of some products.
Thus, the entire business ecosystem is gradually transforming, moving from product orientation to consumer
orientation and preferences [44,49]. The definition of strict ecosystems imposed by companies will change
altogether through the pressure of customers, who will avoid the products that limit them only to their
purchase. Traditional companies will have to adapt their vision, copying the model adopted by former
competitors, which are now undertaking various collaborative processes that have been impossible to
imagine until a few years ago. Technologies based on the intelligent representation and processing of data
and knowledge have a decisive role in the ample DT, ranging from defensive strategies to innovation-oriented
strategies and increasing business process efficiency and resource utilization. DT at a company level can be
applied for distribution, sales, financial, production, communication, etc.,, as well as for the transfer of
administrative or promotional and marketing practices (electronic invoicing, electronic signature, electronic
archiving, cloud). Intelligent DT wiil affect every company and involves the use of Al-based technology integrated
on different new platforms, being in a continuously conceptual and practical process. It is based on the
implementation of services and service packages very close to the needs of consumers [19,21]. In the context of DT,
organizations and people need to adapt to meet the new opportunities. Depending on industry and activity
centered on products or services, the impact of DT differs. The large amount of data to be converted into
information allows companies to diagnose, and at that time can optimize a number of processes or decisions.
Capitalizing on these data and turning them into extremely useful information and even knoeldge with business
analytics helps companies better segment communication, better target goals, and deliver relevant messages to
consumers. Every consumer leaves an own fingerprint. Recognition of the power and value of these data is
possible with the help of people and Al technologies that have the ability to interpret and use them. Intelligent DT
is not so much about what a company does, how it does for the benefit of consumers and the company. DT's
benefits are universally accepted and summarize the reduction of labor costs in the context of a crisis in this area. It
also allows the improvement and simplification of communication with customers and suppliers, increasing the
visibility of companies in the online environment through more and more intelligent platforms (standardized
hardware and software reconfigurable structures, with network effects at the same time, which leads to cost
savings and a difficult quantification of the digital competition), increased accessibility to information of interest to
companies, more efficient management of documents and inventories, improving internal quality standards by
optimizing monitoring processes, increasing sales, man-machine communication in a semantic way [38,39].

3. Current Al features

Al is currently a technological trend because it offers new opportunities for different areas. Using
these technologies, computers learn to solve specific tasks by processing a large amount of data and
recognizing some forms. The technological evolution of recent years influences decisively all existing
industries. Al aims to give computers a series of capabilities to accomplish tasks that the human decision-
maker is able to do with symbolic approaches based on logical formalisms and neural network-based
connections. Connectionist systems support the solving of complex problems such as understanding natural
language, form recognition, process management, classification, etc. [32,36,50]. Neural networks try to mimic
the way the human brain works by creating connections between processing elements called neurons
(formal). Artificial Neural Networks (ANN) are part of the Al domain, being able to describe a problem and
solve it in a very short time without using a particular program. Solving the problem involves a self-
organizing of the ANN following a learning process. Thus, a number of training networking algorithms have
been developed, each of which has advantages and disadvantages and can be successfully applied in some
cases. ANN have learning, synthesis and generalization capabilities. To create a neural network it is necessary
to know the data on the input layer and the data on the output layer. The inputs of an artificial neuron are
numerical values from the set of real numbers that can be represented as n-matrix and a single column. Each
element in the array is associated with an exciting weight (positive numerical values) or inhibitory weight
(negative numerical values). At the sum of the weighted inputs we add a polarization term, which expresses
the initial state of that neuron. The term polarization is found in the literature as the bias. The value of the
weighted input values and the bias term uses an activation function, resulting in the output of the neuron. The
most important stage in the process of designing and building of any neural network is learning. It involves a
change in the weights of specific connections between neurons of the neural network, a modification made to
encode all information. The learning process involves a set of data known for training and an algorithm
capable of adapting to the information received. Learning in this context refers to the different techniques
and ways in which a machine or computer learns (ML) to perform a certain task and to do better without
being explicitly programmed for it. Deep learning (DL) is a subset of ML algorithms that are characterized in that
it first learns how to process input data and then the desired function. DL algorithms do not require extraction of
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category features in advance because they learn to do so automatically. Today we are interested in standardizing
work processes and replacing activities with robots and intelligent machines instead of people who will have to
turn to new areas. We cannot speak of systems as intelligent as humans, but of highly focused Al applications and
models on specific types of issues, including ML and DL. ML is committed to developing the learning capabilities of
software systems. They use algorithms that identify data models that can be used to make business decisions or
predictions [15]. ML is a subset of Al that focuses on building systems that can learn - or improve performance -
based on data they process. Today there are ML-based applications that work virtually all around us [27]. When
we interact with banks, buy online or use social media, ML algorithms come into play to create an effective, smooth
and secure experience. ML and the technology that supports it grows fast, although we are only beginning to use
them in concrete and meaningful applications. ML platforms efficiently exploit Al methods and integrate different
functionalities within them. They are cloud solutions that build mathematical models that will later be used in
application development. Currently, their primary goal is to implement predictive analysis solutions. DL offers
computers the ability to think, learn as people are doing. This branch uses a complex architecture in which the
natural neural networks are replicated, thus contributing significantly to the personalization of the experience
[46]. Companies will have employees to monitor and guide neural networks, even using voice recognition. The
process of converting words into digital format for the purpose of transcribing them into a code useful for various
software applications is called voice recognition. It is mainly used for interactive voice response and mobile
applications. Language technology and natural language processing include systems that use a lot of models and
methods for textual analysis. In order to get a good understanding of the content both in terms of syntax and
semantics, these systems use technologies to identify the vocal tone and the intensity of expression of a sentence
[22].

The study of reasoning processes and intelligent behavior is about understanding, representing and
solving problems, all of them being the symbolic component of Al field. It was initiated in 1956 by John
McCarthy, Marvin Minsky, Allen Newell and Herbert Simon of Dartmouth College, aiming to formalize
intelligent action. A rigorous definition of symbolic Al is based on a series of concrete knowledge of this
discipline and especially on its logical foundations. Logic is a much earlier discipline as Al that has developed
for reasons and objectives different from Al-specific ones. Mathematical logic was formed at the beginning of
the last century to answer a series of fundamental mathematical problems, the initial objective being to
research the notion of calculability and demonstration. The basic idea of logic is the study of reasoning in
various formal theories, which is why symbolic Al is based on these formalisms. The model is considered as a
main concept of the first order language semantic. Model theory aims at describing models of axiomatic
theories in order to highlight their mathematical structures (algebraic, topological). In the case of the theory
of demonstration, are studied problems of the complexity of demonstrations for the same theorem, according
to different deductive systems or languages (regularity, equivalents, similarities). The calculability theory
studies the intrinsic notion of computational function with its various models: the Turing machine, recursive
functions and combinatorial logic with a number of properties. Starting from these notions can be studied the
concept of decidability, accompanied by a study of various models to demonstrate the decidability or non-
decidability of mathematical theories. The theory of abstract complexity, which generally uses different
variants of the Turing machine (as an elementary calculation model for evaluating the computational
resources needed to solve given problems), allows the establishment of complexity classes for decidable
problems. We need to emphasize the unity of these three major issues. The concepts of computation and
demonstration are closely linked, and precise correspondences can be established between them. Model
theory can contribute to deciding issues and can provide semantic justification of inference rules and
automatic demonstration systems. This unit is an essential feature of logic, which is a theoretical reference
body. From the perspective of the symbolic Al, there are found the specific tendencies of the three
characteristics presented above: semantics and model theory, demonstration and reasoning, calculus and
complexity, but with often distinct modalities in relation to theories specific to mathematical logic alone.
Real-time computing is an area of intense research in Al field, since the correctness of a system operating in a
dynamic and distributed environment is not only dependent on the logic of its realization, but also on the
temporal aspects involved [35]. Such systems also include Al agents subject to various complex time
constraints, comprising different levels of time granularity. Timing knowledge is an essential aspect for a
large number of Al applications (planning, process management, dynamic situation management, multi-agent
systems). An intelligent agent must have reasoning capabilities that take into account a series of events that
may occur in the real process: interruptions, limitations of processing times, synchronous or asynchronous
character of the new information appearance. The time consideration should highlight two complementary
aspects: the temporal information management and the formalization of time for real time reasoning. Some
approaches are based on numerical models, and others on symbolic representations of time. Real-time
reasoning has specific features: real-time operation often involves a temporal reasoning, but contrary this is
not always true. Intelligent agent software solutions are used to prevent fraud attempts and are preferred by
some companies in analyzing unstructured data such as online conversations or increasing virtual assistants'
efficiency [34,41]. Agents are autonomous, adaptive software products that can be used to perceive the
environment they come from. With the help of sensors and based on the knowledge from which they started,
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using assisted learning accumulates as much positive or negative knowledge about the environment in which
they work. Based on the information they receive later, they can make their own decisions by putting them
into action with the help of the effectors. Based on assisted learning the agents are helped to make decisions
based on feedback received from the user or the system they come from, in the various emerging and
unknown situations. After the agent has formed a knowledge base, the next occurrence of the learned
situations will know what to do.

4. We can use CTs to develop Web4.0

Al is directly involved in the development of CTs, technologies that can emulate as accurately as possible
the reasoning and the behavior of a man [28,29]. The important issues involved in these technologies can be
classification, planning, diagnosis, learning, that is, all the representative and generic problems that Al is trying to
solve in a traditional way. CTs are involved in Web browsing using cognitive models, neuromorphic calculus and
devices, space-time events recognition, human reasoning mechanisms, expert systems and knowledge
representation, adaptive and mobile multi-agent systems, collective intelligence and intelligent agent coordination,
emotional modeling, ubiquitous systems, etc. Cognitive computing is at the heart of these technologies and is at the
intersection of neuroscience, Big Data, Supercomputing and nanotechnology. The leader in CTs is the IBM company
that proposes the Cognitive Enterprise model, focusing in the near future on Cognitive Enterprise [31]. These
technologies have to automate those core business activities, with important consequences in gaining value and
increasing productivity with the automated synthesis of company-specific service packages. All these concepts and
technologies need to be integrated into business platforms to build intelligent business. Essential in this sense
remain [oT, Blockchain, Al technologies.

CTs are closely related to semantic technologies and Knowledge Management (KM), KM being the initial
of new knowledge generation process for both people and intelligent agents. Successful managers have always
used intellectual goods and recognized their value. But these efforts have not been systematic, sharing knowledge
has not always been done so that it will bring significant profit to organizations. The structuring of knowledge and
associated processes with them, based on technologies, increasingly suited to the nature and interpretation of
knowledge in various and varied applications (known as semantic technologies with embedded intelligence)
allows effectively and efficiently problem solving, dynamic learning, strategic planning and taking decisions.
Planning a business strategy is a good example, in which abstraction as a cognitive process must be correctly used.
In this case, planning deals with concepts such as economic growth, tracking customer satisfaction, real resource
allocation, policy synthesis. Numerical data purchased from various sources must be interpreted to provide a
correct solution, a good plan. An intelligent agent performing this data interpretation is a valuable assistant in
business processes that involves the synthesis of a business strategy. An intelligent planning agent needs a
number of knowledge and must be able to carry out a series of logical operations on symbolic structures in
order to obtain a correct solution, ie a plan or a good business strategy in the context of competition market.
Solving a problem with a single knowledge-based system implies that this system embraces a general view of
the problem and possesses all the reasoning capabilities and knowledge needed to solve it. In the case of
complex problems, a single knowledge-based system (agent) is not able to solve the objectives of the problem
in question, requiring the involvement of several systems (artificial or classical intelligence), each of which
has only a partial view of the problem. In addition, these systems need to cooperate with each other to
achieve the overall goal of the system. This is the case for multi-agent systems, their principle being sharing
between multiple agents (intelligent or not) and sharing the knowledge and reasoning capability that the
system possesses in its entirety. Each of these systems is specialized in solving a subproblem, in collaboration
and continously communication with other system agents to improve their own participation in solving the
problem globally and completing the information they may need. From a cognitive point of view,
communication refers to aspects of perception, individual reasoning and action. All of these technologies are
extremely important for Web 4.0. The ubiquitous computation refers to a new computing era, in which
various computational elements such as mobile devices, electronic equipment, etc. will be integrated. The
crucial element of ubiquitous computing will be the high level of communication between the different
participating devices, which will allow for a sincronized, highly secure communication infrastructure. Web
4.0 is the same as the Web of Things (subset of the general concept of [oT), will be based on a universal web
personality of each user, where the flow of information will be highly personalized. User anonymity will be
impossible in Web 4.0, seen as a mobile space where users, real and virtual objects, based on an ontological
description, are integrated together to create value. Current XML-based standards for describing web
services provide a syntactic description of the service, while the semantics associated with it and the general
semantics of the entire context of search and interpretation are lacking. For this reason, it is not possible to
automatically interpret web services, and the automatic combination of web services is difficult. Solving these
issues involves the use of ontologies, explicit formal specifications of concepts in a given field, and the
relationships between them. An ontology defines a common vocabulary for a particular domain, each term
being explicitly defined and possessing a semantic processable by the computer. Ontologies facilitate
communication and provide access to content-based information. Semantic Web Services integrates classical
web services ontologies to make it easier to identify, compose and automatically preserve web services. The
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ontology-based representation adds semantic information to the user's natural logical logic, using RDF /
RDFS, OWL / OWL-S, WSMF / WSMO tools. It involves a set of knowledge, the semantic links between them
and some logical inference rules. The Web Services Semantics provide a description of the services at the
level of the implemented process that contains, besides functional information and other information such as
the preconditions and post-conditions of the service operations, as well as the effects of executing a particular
operation. To implement these semantic features at Web 3.0 and Web 4.0, it is necessary to define semantic
metadata, specifically added to the description of the service, in such a way that by using this semantic
information, an application can actually process the data necessary for a specific objective. Web 4.0 is
intimately linked to the concept of Augmented Reality, as the evolution of this technology will enrich the real
world with digital information and emotional sharing capabilities. Since people and businesses are mutually
dependent, Web 4.0 has features of consensual and symbiotic functioning between employees and the
business world. It is estimated to mature over the next decade and has the Al technology base and the
technology of collectivities of connected and team-based agents (collaborative). It can integrate
heterogeneous and highly distributed knowledge models, exploited by highly advanced algorithms. Of course,
in this overall context Big Data will be important in identifying the various changes and trends of the business
environment, which are extremely useful in the synthesis of strategies and plans of different companies. In
the perspective, we can also discuss about Web 5.0 for which the various attributes still poorly drawn are also
based on intelligence characteristics [41,46,47].

5. Intelligent processes Automation

Maintaining competitiveness is close linked to the implementation of new technological innovations
and process automation. BPA is one of the most powerful technology trends, as it can be applied to a large
number of industries. Thanks to him, many human activities have been automated and business processes
have been optimized. In the recent times - especially in the context of a major workforce and talent shortage -
more and more business process automation (BPA) is being talked about, and at the same time, more and
more companies are implementing software products to automate at least some of the daily or regular activities
[3,8]. BPA brings added value to any business by: increasing financial performance, allowing it to save time and
money, rethinking business in a way more suited to the technological era we are in, and the rapid
transformation the world has today, digitization of business activities and related processes in the future,
discovering new market opportunities, identifying and optimizing business processes, making better business
decisions, increasing predictive financial performance, etc. BPA can be used to simplify various processes such
as document management, workflow automation, email alerts, e-mail marketing campaigns, thank-you letters,
payment reminders, document review and approval, management of employees' requests. Popular areas of use
include marketing, customer management, and customer support. By using software technology, the BPA
strategy leads to the organization of staff and systems through efficient workflows, eliminating the need for
employees to perform repetitive or low-level tasks, all of which are left behind by integrated applications.
Automation enables the company to maintain control over various aspects such as customer relationships,
analysis, planning, sales, standardization and development. Included are both complex IT tasks, such as system
user management and network troubleshooting, as well as programs such as e-mail marketing services. BPA/R
radically alters how we interact with and our position in society. It causes changes both personally and
professionally, develops virtual shopping functionality, giving personalized recommendations and discussing
purchasing options [10]. BPA systems dedicated to supply chain management and distribution are often
integrated with marketing. For example, they ensure the smart distribution process by taking into account
certain campaigns or promotional offers, and predict both the level of demand and consumer buying habits.
Intelligent BPA/R is based on a big variety of business technologies that produce a dislocation in the usual
course of business accompanied by major changes in traditional markets. The new economy puts the demand
at the forefront, the needs of consumers who are increasingly involved in conceiving, realizing and using goods
and services, starting from the stage of their research and development. From this point of view, the new
economy has an interactive, participative character, making the interface between supply and demand in a
volume and structure area, in space and time, much more rigorous. The role of the consumer grows especially
in the sense that it can become an important source of innovative ideas for the producer or forcing innovation
to maintain or expand the market, increase the level of comfort or, what is very important, increase the level of
sustainability of economic development. Technologies may have different influences on the business [43]:
transformational (with significant changes to the organization), high (with a high impact on work and people's
lives), environment (influences business processes, services and people's lives) only certain processes and
aspects of consumer life). From the point of view of maturity, technologies can be mainstream (there is a clear
need and many clients implement different solutions), adopted early (clients are willing to adopt them), young
(discussed by analysts and accepted by leaders), emerging researched and applied only on specialized
markets). Unlike classical technologies that incrementally improved without overly disturbing the application
area, disruptive technologies are new, with an initial applicability potential unclear and with adaptations to the
environment in which they are used. An example of disruptive technology is Web 4.0, an Internet version that
will be based on intelligent searches using Al. IoT will play an important role in Web 4.0 technology, along with
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multi-cloud, different forms of computational algorithms (cognitive, edge, invisible, neuromorphic, Web-scale,
wearable), blockchain. An impressive number of devices will be intelligently connected via real-time IoT
platforms, providing consumers with outstanding features throughout their lifecycle, and benefits businesses in
terms of lowering costs and increasing production capacity. Cloud systems will be decentralized and will allow
deployment of ubiquitous Al systems, and 5G technology will support the increased security of all these
massively distributed systems. 3D printing technology will radically change supply chains and logistics. All of
these technologies have a strong disruptive character, and the development of platforms that integrate
intelligent functions close to human intelligence is a feasible goal.

Business Process Software is a set of critical applications for computers. At the same time, enterprise
software is a collection of customizable programs for an entire organization, requiring specific business and
computing skills for implementation. It is meant to serve the entire organization - not just an area or division -
with a business-specific logic. Every day, employees schedule appointments, request approvals, review
documents and workflows, track information, and look for status updates. In many companies, people still do
these things manually. Automated activities eliminate concerns about lost emails, errors committed, or a
person's presence that depends on an important stage in the business process. Whatever the business process,
it can be automated if it is repetitive and involves a number of predictable steps. BPA effectively helps improve
communication, minimize costs by more resource allocation, reduce consumables, eliminate manual errors,
optimize workflows, establish a clear hierarchy of approval, maintain a steady speed of process by reducing the
time required to perform repetitive tasks. It is estimated that a significant percentage of the business
processes of companies can be automated. Each industry has different needs for automating business
processes. In order to automate as many repetitive processes, businesses are moving towards BPA principles
to streamline them. Here are some examples of how different industries can benefit from BPA [3,14,17]:
Telecommunications (automates customer service, billing systems, databases, document/workflow
management systems and technical support), commerce and industrial production (automates CRM, ESB and
ERP systems, warehousing and acquisition activities, production processes and document flow management),
banking centers (automation of credit processes, credit and money transfers, integration with other systems
automatic banking, card systems and budget management, together with the development of front-and back-
office systems). In addition to simplifying activities, there are many benefits in implementing BPA/R, including
low costs, more efficient use of the workforce, better collaboration, better customer support.

Using a software robot to automate business processes is becoming a widespread practice. On the one
hand, managers are beginning to discover the benefits of these solutions, and on the other hand, local suppliers
are developing more and more interesting offers. Software robots support employees in achieving a high level
of productivity by taking repetitive tasks with no added value. RPA technology can handle any business process
involving large volumes of data, from extracting and processing data sets from various documents, transferring
files and folders to different locations, reading and writing to / from databases or applications, etc. A software
robot can automate, for example, obtaining monthly activity reports, entering invoices and orders, processing
holiday requests, or completing customer forms. The most common scenarios for the use of software robots
are in the financial and accounting fields (payment and invoice processing, registry completions, database
retrievals) human resources management (timing, payroll, employee data processing) and logistics. However,
the applicability is much broader, in any field where workflows are repetitive, involves a large amount of data
and respects certain templates, but without a high level of complexity. Also, the use of software robots is also
recommended for companies with multiple applications on different technologies where integration through
connector development generates high costs and data processing times are high. Labor is becoming more and
more expensive and harder to find. Therefore, companies need a smart tool that reduces gross workload and
repetitive tasks. They block employees' creativity and affect their productivity. The financial sector will be the
largest beneficiary of BPA/R, solutions providing financial institutions with added value due to the accuracy
and speed with which they perform their tasks. Many financial institutions look to complete process
automation, but this is not possible. There are many potential opportunities not only for classical automation
but also for the integration of Al elements. For example, a financial sector employee who wishes to analyze
market trends to run an investment can receive information through intelligent solutions that will help him
make the best decision [36,41].

BPA is becoming a major element of investment, and many European organizations are beginning to
focus on the next generation of Al technologies for personalization or prediction purposes. There is currently
a business consensus that traditional classical CPU architecture does not meet the mission of running ML ML
algorithms. That's why the attention of many goes to the graphics processors to get the performance that ML
needs. Despite this phenomenon at European level, examples of how the near future will look are also offered
by giants in technology. And that's because Web giants, which require even higher levels of performance, are
already starting to develop custom Al acceleration hardware. Google has announced the development of a
personalized Al chip three years ago. Google has launched a chip named TPU (Tensor Processing Unit), based
on a proprietary integrated circuit used by the company and built specifically for ML processes, being tailored
specifically for the company's TensorFlow Learning Module, a neural network based module DNN). Custom
chips are extraordinarily expensive and limited in usage because they are designed for specific applications,
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such as the TensorFlow DNN module for Google. Another giant of technology, Microsoft, has accelerated Al in
its Azure cloud environment by using a so-called Field Programmable Gate Array (FPGA), with similar
performance, in Microsoft's view, of custom chips. Chosen Brainwave, Microsoft's process architecture
acceleration process is based on Intel technology to enable scientists and developers to accelerate real-time
IA calculations. For now, GPUs are the entry point for most organizations looking to install hardware to
accelerate ML algorithms. According to analysts, such units now fit the need for neural network training for
IA applications. As neural networks are created from large numbers of identical neurons, they are parallel in
nature. Such parallelism fits perfectly into the architecture of GPUs. Where regulations or size of data sets
make this impossible, organizations have already begun building their own GPU-based GPs. According to
analysts, in the case of ML performance processes, data will have to stay in the cloud environment. Cloud
computing services are increasingly present on the market and can increase productivity and team work by
providing accessibility from anywhere in the Internet. Internet connections are also becoming increasingly
powerful and ubiquitous, and the number and variety of connected devices is steadily increasing. Cloud
services are usually sold according to their needs and usability, and thus offer a degree of flexibility that is
extremely useful for startups. Users can expand the portfolio of services used in the company's rapid growth
or when they want to start new business activities remotely and quickly, according to current needs. This is
possible without investing in new hardware and software solutions and lower operating costs. The idea of
sharing the computing power of remote computers and servers dates back many years. Over time, cloud
computing has become a fully-developed activity, services have become more specialized, and service
providers have begun to rent the unlimited computing power of their data centers for applications and
programs. Based on the usage ratio of a cloud service provider, there are three basic levels of cloud
computing: Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service ([aaS).
Cloud services from a vendor are called public cloud services; if a company builds an internal cloud, that is, in
its environment, then it is a private cloud service. The new technologies also support a mixed mode - the so-
called hybrid cloud service that uses a private cloud and a host of IT services from external sources, that is,
from external providers. As we mentioned, cloud computing is an evolving consequence of virtualization, a
division of a physical server (memory, storage, or network) into a number of drives that work separately with
their own operating systems and power allocated allocation. When virtualization of the company's servers
reaches a significant level, say about three-quarters of hardware capacity, the situation starts to resemble
cloud computing and all the benefits it implies, especially efficient capacity management. Moving into the
Cloud presents a number of key benefits: besides cost reduction and zero initial investment, it is a quick start-
up of services, including testing the solution. Configuring cloud services is based on business requirements of
the customer who only pay monthly for resources used as licenses, dedicated storage, and performance.

6. Conclusions

DT is a challenge for leadership, management and human resources. Now that most companies have
understood what digitization means and why it's needed, we are stepping into an era where many people
have initiated processes of innovation and boosting change within their own organizations. As we advance
over time, it is less technological adoption and more strategic planning in close correlation with the
incorporation of the main technologies to achieve a competitive advantage. There is still much to do in terms
of capturing data in a structured way and extracting the right conclusions from this process. With better
processing power that can improve learning, all leaders need to improve their efficiency in how data is used,
and this can be achieved through ML and Al. As organizations have realized that private cloud platforms,
public cloud, or data centers are not the best option, they have begun combining them. This is how cloud
platforms have progressed steadily to meet the growing needs of organizations. This process incorporates all
the elements, from cloud to network storage, security, and application deployment. There is a growing need
for increased flexibility in terms of high volume of tasks, as well as the ability to quickly expand and expand
according to business needs. The developing of the 'ITaaS’ concept involves services that enable scalability,
shorter acquisition cycles and improved agility, and gives companies the opportunity to be as competitive as
the market, but without paying the market price. Blockchain allows transactional transparency across a wide
range of commercial functions: almost any decentralized trading process can benefit from blockchain
accounting records. Blockchain offers as a service are multiplying, helping companies build apps based on
blockchains alone. The aim of all these technological mixes based on Al is to increase the use of data in a right
formula as close as possible to the global competitiveness of companies. The Al domain has been
experiencing a true evolution due to the processing power that has grown and the size of the computing
systems has fallen in size. Due to the evolution, intelligent agents have also improved, becoming more and
more intuitive due to different learning techniques. It helps to process a huge amount of data and deliver fast
and efficient solutions. Organizations collect information to build their strategy, while others are already
developing pilot projects or adopting solutions of this kind. Such intelligent systems have begun to defend in
the marketplace and help companies communicate more easily with consumers, develop marketing
strategies, and rapidly anticipate consumer needs.
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InA applications are numerous and can be of real use in improving consumer experience. InA will
have profound implications at the economic and social level, will reshape new business models, require new
algorithms that are ever closer to human intelligence, will generate new jobs based intensively on innovation
and maintain a level of action slightly equal to intelligent cars. In business, BPA has a wealth of uses, ranging
from fraud detection and improving consumer experience by estimating the services it needs. It can be used
in the management of labor and production processes, being able to anticipate certain errors before they
occur and to support predictive maintenance. InA is currently, at least in the business field, quite poorly
implemented at the level of the companies, focusing especially on getting profits in the classic version.
Globally, we can speak of a degree of automation of about 15%, among countries that exceed this average
being USA, France, Germany, UK and India. As InA's objectives, we can recall increasing product quality,
increasing labor productivity, increasing customer satisfaction. The links between InA, 1A, innovation,
economic growth and employment are complex. Some perceive the introduction of new technologies in all
company functions as destructive to a large number of workstations. Most tasks performed by robots on
production lines or softwares illustrate this perception, even if they can reduce difficulties or repeat certain
tasks, improving the added value of the workstation. Others consider that the effects of innovation are very
different depending on the period considered, the positive effects on the general occupation of disruptive
technology can be measured many years later. At micro level, new CTs can create businesses or activities.
Increasing the economic potential and business efficiency the CTs are extremely important in the coming
years. For some countries, developing and deploying these technologies on a large scale is a desideratum that
tends to materialize in each of the coming years. Using these technologies will develop cognitive enterprises
whose activities will be based on a number of specialized intelligent platforms. These platforms will have IoT
or WoT input streams, will be supported by multicloud architectures, they will be centered on their business
processes and interaction with people. Adaptive learning capacities will be present in their various forms.
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